Joseph D’Ambrosio

joey@joeydambrosio.com
github.com/josephdambrosio
linkedin.com/in/joeydambrosio

EDUCATION

B.S, Cybersecurity and Information Assurance Western Governors University

CERTIFICATIONS

CompTIA A+, Network+, Security+, CSIS, CIOS

Google Cybersecurity Professional Certification

FEMA National Incident Management Systems: ICS-100, 200, 300, 700, 800, CERC
ITIL Foundation Certification

PROJECTS

Project: CADAlert

Source: Available Upon Request, Public Code Access Limited

Platforms and Technology Used: React Native, AWS: AppSync, SQS, SNS, ArcGIS, Mapbox

EXPERIENCE
Company: SEPA Industries 1/1/2022 - Present
Title: Cyber Security Engineer
e Implement secure cloud configurations within Azure, AWS, and GCP cloud platforms
e Deployed and secured Palo Alto, Cisco, pfSense, and Fortinet networks supporting 10,000+
users
e Utilized Splunk, Wazuh EDR and SIEM tools to secure endpoints and configurations reducing
attack vectors and unidentified vulnerabilities
Monitored systems using Solarwinds, Prometheus and Grafana
Deployed and secured VM systems on VMWare ESXi, HyperV hosts
Preformed incident response utilizing Autopsy and log analysis to contain and investigate
incidents
e Proactively tested and improved security controls on infrastructure through use of nmap,
Wireshark in Kali Linux environment
Documented incidents and requests within Atlassian Jira and Confluence
Operated with strong understanding of PCI DSS, HIPAA, OWASP, and NIST frameworks

Company: Kutztown University August 2021 - July 2022
Title: Classroom Technology Manager
e Supported classroom A/V and compute equipment, resolving 15-30 tickets per day within
ManageEngine
e Designed and deployed AVIXA award winning flexible space A/V rooms with support for
Zoom, Teams, and Webex
e Secured infrastructure, hardware, and configuration of A/V equipment to align with
framework and industry recommendations

SKILLS AND TECHNOLOGIES

Microsoft Office 365, Help Desk, Ticketing System, Azure, Network Security Groups, Firewalls, ACLs
(Access Control Lists), Virtual Machines, Virtual Networks, Cloud Computing, Active Directory, File
Permissions, Windows 10, SIEM, Sentinel, Incident Response, Palo Alto, Cisco, Splunk, Solarwinds, AlV,
Zoom, Temas, Webex, Autopsy, Firewall Rules, Wireshark, ManageEngine, nmap, DNS, DHCP, WAN



